SPARK Client Certificate installation manual

For Internet Explorer — Windows Vista

Steps

1. Download Certificates from http://www.spark.gov.in/certchain.zip
and extract it to a folder

2. Double click on the file 'cca2 (validity 13-Jun-2007 to 04-Jul-2015).cer’

3. Click on the Install Certificate Button

Certificate

General |Details I Certification Path

@ﬁl Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: CCA India 2007

Issued by: CCA India 2007

Valid from &/13/2007 to 7/4/2015

Install Certificate...| | Issuer Statement

Learn more about E2




4. Click Next
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Certificate Import Wizard

Welcome to the Certificate Import

Wizard
|
,}, |f. This wizard helps you copy certificates, certificate trust
o ____@J lists, and certificate revocation lists from your disk to a
f‘ = certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
uszed to protect data or to establish secure network
connections, A certificate store is the system area where
certificates are kept,

To continue, dick Mext.
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5. Select Place all certificates in the following store and click Browse
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Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(71 Automatically select the certificate store based on the type of certificate

@ EFizce ail certificates in the following store:

Certificate store:

Browse...

Learn more about certificate stores
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6. Select Trusted Root Certification Authorities and click OK

£

‘Select Certificate Store '

select the certificate store you want to use,

1| Personal

a
{| Enterprise Trust |
{1 Intermediate Certification Authorities
1| Trusted Publishers

LT intristed Certificates 5
4| 1] | »
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[ show physical stores
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7. Click Next

[

Certificate fmpﬂrt Wizard
Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(7 Automatically select the certificate store based on the type of certificate

@) Place all certificates in the following store

Certificate store:

I Trusted Root Certification Authorities I I Browse...

Learn more about certificate stores
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8. Click Finish

9. Click Yes

10. Click OK

A

You are about to install a certificate from a certification authority (CA)
claiming to represent:

CCA India 2007

Windows cannot validate that the certificate is actually from "CCA India
2007". ¥ou should confirm its origin by contacting "CCA India 2007".
The following number will assist you in this process:

Thumbprint (shal): 97226AAF 44746445 9BD16TET FATFE41C 0ADOLFDO

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk,

Do you want to install this certificate?
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Certificate Import Wizard (==
Completing the Certificate Import
Wizard
. The certificate will be imported after you dick Finish.
— You have spedfied the following settings:
Certificate Store Selected by User R = lls s a8 =g it
Content Certificate
4 1y 3
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Certificate Import Wizard

:I The import was successful.

Ok




