SPARK Client Certificate installation manual

For Internet Explorer - Windows

Steps
1. Download Certificates from http://www.spark.gov.in/certchain.zip and extract it
to a folder
2. Double click on the file 'cca2 (validity 13-Jun-2007 to 04-Jul-2015).cer"
3. Click on the Install Certificate Button

General | petails | Certfication Path |

T
%- Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued bo:  CCA India 2007

Issued by: CCa India 2007

valid from 13/06/2007 to 04072015

Issuer statement |

Ik |



http://www.spark.gov.in/certchain.zip

4. Click Next

5.

Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps wou copy certificates, certificate krust
lists, and certificate revacation lisks From vour disk ko a
certificate skare,

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains infarmation
used to protect data or ko establish secure network
connections. & certificate store is the system area where
certificates are kept.

To conkinue, click Mext,

X

Zancel |

Click Next

Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

x|

Windows can automatically select a certificate store, or wou can specify a location For

% nukomatically select the certificate store based on the bype of certificate!

™ Place all certificates in the Following stare

Cettificate store:

Erowse. .. |

< Back I Mexk = I Zancel




6. Click Finish

Certificate Import Wizard

Completing the Certificate Import
Wizard

ou have successfully completed the Certificate Import
wizard,

You have specified the Following settings:

=nl Aokormatically determined by b
Zonkent Certificate

< Back I Finish I Zancel |

7. Click Yes

Security Warning

¥ou are about ko install a certificate from a certification authority (Ca) claiming to represent:

CCA India 2007

Windows cannok validate that the certificate is actually from "CCa India 2007, You should confirm ks origin by
contacting "CCA India 2007, The Following number will assist you in this process;

Thumbprint (shal): 9722680E 44746445 96016787 F27F541C 0A001FDO

\Warning:

If wou inskall this rook certificate, Windows will automatically trusk any certificate issued by this CA. Installing a

certificate with an unconfirmed thumbprint is a security risk, IF wou click "ves" vou acknowledge this risk.

Lo wou want o install this cerkificate?

Yes
8. Click OK
Certificate Impork x|
! The import was successful,

9. After this, Double click on the file 'nicca2 (validity 01-Jul-2007 to 03-Jul-

2015).cer' and repeat the steps 3 to 8
10. Certificate Installation Completed.
Now you can access SPARK using Security Certificate




